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Abstract

Deep learning models have been increasingly used in commercial applications, from detecting hate
speech in the internet to diagnosing conditions in medical patients, affecting almost all facets of our
lives. However, existing architectures may not perform well with noisy data and are vulnerable to adver-
sarial attacks, where small perturbations in the input data can lead models to perform far worse than
would be expected, which can lead to catastrophic consequences. New research on contrastive learning
algorithms has powered the development of generative models and unsupervised learning techniques
which focus on learning meaningful representations from datasets with multiple modalities. While in the-
ory, these multimodal models should be more robust to single-modality perturbations, previous works
have shown that this assumption does not hold in practice. In this work, we propose several new archi-
tectures that leverage multiple data modalities and principles from denoising models and odd-one-out
learning to increase robustness in scenarios where one of its input modalities has been perturbed by
adversarial attacks or noise. Towards evaluating the robustness of these architectures, we test several
models on multimodal datasets with and without perturbations, and in scenarios where we remove one

of its modalities.
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Resumo

Os modelos de aprendizagem profunda tém sido cada vez mais utilizados em aplicagdes comerciais,
desde a detecao de discursos de édio na Internet até ao diagnéstico de doengas em pacientes médicos,
tendo impacto em quase todas as facetas das nossas vidas. No entanto, as arquitecturas existentes
podem nao funcionar corretamente com dados com ruido e sao vulneraveis a ataques adversariais, em
que pequenas perturbacdes nos dados podem levar os modelos a ter um desempenho muito pior do
que o esperado, sendo que isto pode levar a consequéncias catastréficas. Nova investigagao sobre
algoritmos de aprendizagem contrastiva tem impulsionado o desenvolvimento de modelos generativos
e de técnicas de aprendizagem nao supervisionada que tém o propésito de aprender representacoes
significativas a partir de conjuntos de dados com multiplas modalidades. Em teoria, estes modelos multi-
modais deveriam ser mais robustos contra perturbagées numa sé modalidade, mas trabalhos anteriores
demonstram que isto nao se verifica na pratica. Neste trabalho, propomos varias novas arquitetura que
usam dados multimodais, combinado com principios de modelos treinados para remover ruido e para
detetar elementos que nao pertencem a um conjunto, que sao é robustas em cenarios no qual uma
das suas modalidades foi perturbada por ataques adversariais ou ruido. Para avaliar a robustez destas
arquiteturas, testamos varios modelos em conjuntos de dados multimodais com e sem perturbacgoes, e

em cenarios em que removemos uma das suas modalidades.

Palavras Chave

Aprendizagem Profunda; Aprendizagem de Representagdes; Aprendizagem Nao Supervisionada; Apren-

dizagem Contrastiva; Modelos Generativos; Aprendizagem Multimodal; Ataques Adversariais.
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Deep Learning (DL) algorithms have seen increasing commercial uses in recent years [29], with
Deep Neural Networks (DNNSs) being applied in sensitive tasks such as in the medical area [30]. This
increase in real-world applications of DL has led to an increase in research about the properties of these
algorithms, which have traditionally been seen as black-boxes with little explainability [31], an important
step in order to increase the trust the average person has about these models [30].

This research into the properties of DL has made clear that, despite their recent successes, they suffer
from some limitations, such as the fact that they learn fairly discontinuous input-output mappings [32].
These properties make DL models vulnerable to noisy data [33] and to small input perturbations called
adversarial examples, which can be exploited by malicious individuals to force models to make mistakes
in their tasks [34]. This allows attackers to, for example, force an autonomous vehicle to crash [35] or
make medical DL systems to make mistakes [1], issues that can potentially cost the lives of the people

which these models were supposed to assist.



Figure 1.1: Overview of the risks that DL algorithms face when being deployed in the real world. Figure taken
from [1].

A possible solution to increasing robustness of DL models against perturbed data has emerged from
a distinct line of research, which focuses in developing multimodal models [36, 37]. Recently developed
multimodal generative models, such as DALL-E [38,39], and GLIDE [40], leverage Unsupervised Learn-
ing (UL) methods to learn meaningful latent representations from multiple data modalities [41].
In theory, the performance of such models should not suffer signi cantly when all but one of its modalities
provide relevant information towards encoding meaningful representations. However, previous studies
have shown that the performance of multimodal models can be overly dependent on only one of their
input modalities [26,42], and also that they do not guarantee increased robustness against both single-
modality adversarial attacks [27, 28] and noisy data [43] vis-a-vis their unimodal counterparts. Nev-
ertheless, recently proposed defense strategies [27, 28] have been shown to increase the robustness
of multimodal models against adversarial perturbations by detecting which modality is under attack,
while a complementary line of research introduced the Geometric Multimodal Contrastive (GMC) frame-
work [26], which combines a two-level architecture with modality-speci ¢ encoders (along an encoder
for the combination of all modalities) and a shared projection head with a multimodal contrastive cost
function, that is capable of high performance with any modality missing due to the geometric alignment

of the latent representations enforced by the loss function.



1.1 Research Objectives

In this dissertation, we aim to explore how multiple data modalities can be leveraged to increase robust-
ness of deep learning models against both noisy data and adversarial attacks targeting a single modality,

by combining ideas from previous works, such as:
1. The GMC framework, which maintains high performance with missing modalities;
2. Denoising architectures, where a model is trained to remove noise from its input;

3. A odd-one-out network, where a DNN is trained to identify the odd element from a set of related

elements.

Taking into account these objectives, we try to tackle the following research problem: Given an arbitrary
number of data modalities, how can we improve the robustness of multimodal models against
single-modality noise and adversarial perturbations, without decreasing their performance oth-

erwise?

1.2 Contributions

With regards to our research problem, the main contributions of this work are as follows:

« Introduction of the Geometric Multimodal Contrastive with Decoders (GMCWD) framework, which
combines the GMC framework with an additional decoder for combination of all modalities, a de-
projection head and a reconstruction loss function for each modality, where noise is injected in the

input during training, encouraging more robust latent representations;

« Introduction of the Decoding Geometric Multimodal Contrastive (DGMC) architecture, an extension
of the GMCWD framework, with additional modality-speci ¢ decoders and where, at test time, the

model takes as input its own reconstructions of the modalities;

« Introduction of the Robust Geometric Multimodal Contrastive (RGMC) framework, which combines
the GMC framework with an odd-one-out network and a Binary Cross-Entropy (BCE) loss function,
where the output of the model is the product of the probability of each modality being unperturbed

and its latent representation;

« Evaluation of the vulnerability of several different unimodal and multimodal models to random noise
and adversarial perturbations targeting different modalities, where we demonstrate the robustness

guarantees of the models we introduce during this work.



1.3 Document Outline

This dissertation is is organized as follows: chapter 2 provides a brief background on deep learning,
representation learning through unsupervised learning and contrastive learning, and generative models,
as well as some examples of relevant architectures. Chapter 3 focuses on previous work related to
the study of robustness of deep learning models with regards to noise and adversarial attacks, the
use of multimodal models in representation learning and, nally, previous analysis on the robustness
of multimodal models. Chapter 4 introduces the architectures of the models developed for this work,
as well as those of the baseline models, and a description of the training process. Chapter 5 presents
a overview of the test scenarios and the obtained experimental results. Chapter 6 discusses some

conclusions - as well as limitations - of this work and indicates possible future research.
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Contents
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2.1 Deep Learning

Deep learning algorithms differ from traditional Machine Learning (ML) algorithms, like Support Vector
Machines (SVMs) [44], since DL methods leverage large datasets to train models in a purely end-to-end
fashion, as illustrated in Figure 2.1. This allows models such as deep Multi-Layer Perceptrons (MLPs) [3],
a Neural Network (NN) comprised of multiple sequential Fully-Connected (FC) layers, to learn meaning-
ful representations without human intervention and, as such, provide overall better generalization.
These advantages have made DL models the prime choice in many of the current State Of The Art
(SOTA) representation learning algorithms. However, these algorithms result in more complex models
whose outputs are very dif cult to explain [31]. Such limitations also make it dif cult to study the vulner-

abilities of these models to certain inputs while providing little safeguard against them, since a model's



robustness does not necessarily scale with its complexity [32].

Figure 2.1: Comparison between the traditional ML process (a), where a human must manually select and engineer
useful features that are then provided to a shallow classi er, and a end-to-end approach (b), which
leverages DL for a fully automated process. Figure from [2].

2.1.1 Convolutional Neural Network

The convolutional neural network is a type of architecture that was inspired by the visual cortex in a

cat's brain [45], and specializes in processing data with a grid-like topology. Convolutional Neural Net-
works (CNNs) are commonly applied to tasks related to Computer Vision (CV), since images can be
thought of as 2-D grids of pixels [3].

This type of NN gets its name from the fact that it uses a kernel to apply a convolution operation
across the input data, where a convolution operation using a two-dimensional kernel K applied on a

two-dimensional image | is given by:

X X X X
(17K )= L(m;mK (@G m;j n)= L m;j  nK(m;n); (2.1)

m n m n
where ? denotes the convolution operation, which, in its most general form, is simply an operation on two
functions of real-valued arguments [3]. One of the main advantages of CNNs over other types of NNs, is
that it uses far less parameters to process data. One characteristic behind this bene t is that a CNN has
sparse weights, only requiring weights for the kernel K, which is usually far smaller than the input data.
Another important characteristic is that it has tied weights, meaning that the value of a weight applied to
a given input is tied to the value of a weight applied in a different location [3, 45]. This comes from the
fact that the receptive eld - which is the region of the input which affects a particular NN neuron - of the

units in the nal layers of a CNN is larger than that of the units in the rst layers. This means that, even



though a CNN has very sparse direct connections, units in the nal layers are still indirectly connected
to most of the input image, as shown in Figure 2.2, allowing it to have similar performance to a MLP with

a far larger number of parameters.

Figure 2.2: lllustration of the connectivity of an arbitrary CNN with two layers (a) and an arbitrary MLP with one
layer (b), adapted from [3]. Each arrowed line represents a weight. As can be seen, even though the
CNN has far less weights than the MLP, the receptive eld of the gz unit also contains information from
all input datapoints.

CNNs combine these convolutional layers with pooling layers [3, 4, 45], that are used to reduce the
spatial dimensions of the input, while preserving channel information. Different methods of pooling can

be used, such as max and mean pooling, which are exempli ed in Figure 2.3.

Figure 2.3: Examples of the outputs of max pooling and average pooling operations on a given input. Figure taken
from [4].



2.2 Representation Learning

The effectiveness of ML models is heavily dependent on the representation of the input data. Earlier ML
algorithms, such as Random Forests (RFs) [46] and SVMs [44], traditionally relied on feature engineering
[47], where the original feature set is augmented with new features that are calculated based on the
values of the other features. However, this is a manual time-consuming process that must be repeated for
each different algorithm and dataset, since different types of models will not have the same effectiveness
when provided with the same engineered features.

Representation learning (also known as feature learning) has emerged as a eld that aims to tackle the

limitations of traditional feature engineering, by automating the previously manual process of engineering
useful features that are then feed into a downstream model, such as a classi er, or even to train a model
in a end-to-end fashion. Beyond this, feature learning is also an important component of some ML
paradigms, such as UL, which allows the training of models with unlabeled data, and can be leveraged
to help these models achieve better generalization, through methods such as transfer learning [48].

Representation learning in ML can be divided into different categories, illustrated in Figure 2.4. Beyond

Figure 2.4: lllustration of several different types of DL strategies, where the red and blue circles represent datapoints
of different classes and the lines between the circles represent the decision boundary between the
classes. The grey circles represent unlabeled datapoints and the stripped circles represent datapoints
which are initially unlabeled, but use label information at other stages of the training process. Figure
from [5].

UL, this work also studies models that learn latent representations using Self-Supervised Learning (SSL)
methods [49], which can be seen as particular case of UL which leverages a pretext task to generate

pseudo-labels for a previously unlabeled dataset.

2.2.1 Unsupervised Learning

Unsupervised learning, also known as knowledge discovery, is a ML strategy that, unlike Supervised

Learning (SL), which requires all data to be labelled in order to train a model, it can leverage a com-
pletely unlabeled dataset for model training. UL algorithms achieve this by analysing differences and

similarities between the given data to uncover hidden patterns, which are used to learn meaningful



features of the training data [41]. UL methods have demonstrated signi cant success in many ML prob-
lems, where they achieve similar performance to many SL methods [41], while bypassing the need for
the costly process of manual labelling of data.

Traditional UL algorithms include several clustering algorithms, such as K-Means Clustering [50] and
U-k-Means Clustering [6], the latter of which is shown in Figure 2.5, along with some other types of
algorithms, such as Principal Component Analysis (PCA), which emerged in multivariate statistics and

is based on the calculation of the eigenvalues and eigenvectors for a given dataset [51].

Figure 2.5: Example of the results of a clustering algorithm (U-k-means) on a 6-cluster dataset with 50 noisy data-
points, after 28 iterations. Figure from [6].

The previously mentioned achievements in DL research has resulted in the development of al-
gorithms capable of learning meaningful representations in an unsupervised manner, such as Auto-
Encoders (AEs) [52] and diffusion models [53]. Among the former family of algorithms, some of the
most well-known models include the Denoising Auto-Encoder (DAE) [54] and the Variational Auto-
Encoder (VAE) [55] (the latter of which we will further explore in a latter section, which focuses on

Generative Models).

2.2.1.A Auto-Encoder

The typical auto-encoder is a model comprised of two NNs, where the rst NN is known as the encoder,
with parameters and represented as Enc , and the second NN is known as the decoder, with param-
eters and represented as Dec . When processing a input data batch, the encoder rst processes the
input x into a latent representation z that has a lower dimension compared to that of the input data, also

known as the bottleneck. Afterwards, the decoder receives this latent representation z as its input and



outputs a reconstruction of original data ®. This means that, in essence, since the bottleneck layer has
a lower dimension than that of the input data, the AE is forced to focus on the most important details of
the input data and ignore redundant information when encoding the latent representation, which can be
visualized for the case of a convolutional AE in Figure 2.6.

During the training process, the AE tries to minimize the reconstruction loss, usually the Mean Squared
Error (MSE) or Mean Absolute Error (MAE), between the original data x and the reconstructed data %.

For the MAE loss function, this corresponds to minimizing the following equation:

X
L(; ;xi)= jxi Dec (Enc (x;))j= Ni jxi Dec (z)j= Ni Xi X (2.2)
i=1 i=1 =1

where N is the number of data samples per batch. It is also worthy of note that, for an AE comprised
purely of linear operations, the resulting latent representation z is the same as the latent representation

obtained from PCA, so an AE can be seen as a generalization of the PCA algorithm [8].

Figure 2.6: Overview of a general Convolutional AE architecture. Following a successful training process, the
bottleneck layer, which has a signi cant lower dimension than the original image, should encode a
meaningful latent space representation that allows the decoder NN to recreate an image similar to the
original image that was given as input to the encoder NN. Figure from [7].

2.2.1.B Denoising Auto-Encoder

The denoising auto-encoder is an extension of the AE architecture that adds an extra step to the training

process, where the input data batch x is mixed the with some form of (generally Gaussian) noise and
then this corrupted data x is feed to the encoder NN, while keeping the rest of training process exactly
the same, as shown in Figure 2.7, meaning the DAE will be forced to learn to ignore noise from the input
data when encoding its latent representations, so that it can successfully minimize the reconstruction

loss between the original data x and the reconstructed data ® given by the decoder NN. The corrupted
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data x is obtained through a distribution given by Noise (%jx). A general choice for Noise is:
Noise (xjx)= N(x; 2I); (2.3)

where the standard deviation determines how much noise is mixed with the input data and is commonly
setas = % As such, the latent representation is given by z = Enc (%), where ¥  Noise (%¥jx) and,
for the MSE loss function, the training process corresponds to minimizing the following equation:
1 X )
L(C; sxi)= & (xi  Dec (Enc (x))) (2.4)

N i=1

Figure 2.7: Overview of the DAE architecture and training process. Random noise is mixed in with the original input
data before being feed into the DAE and the model then has to remove the noise from its reconstructions
in order to minimize the loss between its outputs and the original noise-less input data. Figure from [8].

This training process helps the DAE to learn more robust latent representations, when compared to

a simple AE, and also allows the model to be used for error correction.

2.2.2 Contrastive Learning

Contrastive learning is technique where a model is trained to differentiate between positive and negative

pairs of datapoints by maximizing and minimizing the similarity between those of the same class and
between those of different classes, respectively [10, 56]. While Contrastive Learning (CL) was initially
proposed for representation learning in discriminative models [56], it quickly became a popular approach
used in a wide array of UL scenarios [10, 12], in particular due to the aforementioned developments in

representation learning using DL models [57].
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In general, contrastive methods learn representations of the input data through the process illustrated in
Figure 2.8, where samples that are similar to each other, known as positive samples, are brought closer
together in the latent space, while maximizing the distance between samples that have high dissimilarity,

known as negative samples.

Figure 2.8: Example of the learning process using a triplet loss, where the distance between the anchor and the
positive sample is minimized, while at the same time the distance between the anchor and the negative
sample is maximized. Figure from [9].

2.2.2.A SIimCLR

SImCLR is a CL framework for learning visual representations introduced by [10] that was shown by the
authors as being capable of training a linear classi er in a self-supervised fashion such that it was able
to match the performance of - or even outperform - SOTA SL models, like the ResNet-50 and AlexNet.
Unlike previous CL techniques for UL scenarios, which either utilized a specialized architecture [58] or
required a memory bank [59], the SImCLR framework, shown in Figure 2.9, enables a model to learn
meaningful representations in a contrastive manner by leveraging three main ideas: 1) composition of
multiple data augmentation operations, since UL bene ts from stronger data augmentations when com-
pared to SL; 2) introduction of a learnable nonlinear transformation between the latent representation
and the contrastive loss; and 3) usage of values for batch sizes and training epochs, since CL bene ts
from these during the training of DL models.

The SImCLR framework is comprised of four main components:

A stochastic data augmentation pipeline which transforms input data samples randomly, resulting

in two correlated views of the same sample, which are denoted as x; and % ;

A CNN base encoder f ( ), which encodes the augmented data samples into representation vectors
hi = f(xi);

A MLP projection head g( ) that maps the intermediate representation vectors to the latent repre-

sentations z; = g(h;), where the contrastive loss is then applied;

A contrastive loss function - rstintroduced by [57] - that, given a set f xsg, which includes a positive

pair of samples x; and x; , seeks to identify x; in fx%sgse; for a given sample x;.
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Figure 2.9: Overview of the SImCLR framework [10]. The contrastive loss minimizes the difference between images
of the same element, while maximizing the difference between images of differences objects. Figure
from [11].

During the training process, a mini-batch of N examples is randomly sampled and then go through
the augmentation process, resulting in 2N data samples and, for the negative samples, the strategy
described in [60] is followed, where, given a positive pair, the remaining 2(N 1) augmented samples

in the mini-batch are treated as negative examples. Then, letting the similarity measure be the cosine

similarity sim(u; v) = i u”jj;j"vjj , the loss function for a positive pair (i;j ), which the authors call Normalized

Temperature-Scaled Cross Entropy (NT-Xent), is given by:
exp(sim(zi;z)=)

Lij = logp ; 2.5
! I L explsim(z i 20)= ) @)

s=1

where is atemperature parameter and 155 2 f 0; 1g is a function that outputs 1 if and only if s 6 i and

0 otherwise.

2.2.2.B Contrastive Predictive Coding

Contrastive Predicting Coding (CPC), shown in Figure 2.10, is a novel UL method introduced by [12],
which seeks to learn meaningful representations from high-dimensional data and that is based on
the data compression technique known as predictive coding and shares similarity with other CL ap-

proaches [10]. The motivation behind CPC is to ef ciently learn representations that encode shared
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information between different parts of the input, while discarding low-level or noisy information.

The authors argue that previous unimodal loss functions, such as MSE and cross-entropy, are not

Figure 2.10: Overview of the CPC representation learning approach using audio as input. Figure from [12].

useful in predicting high-dimensional, and that more powerful generative models, while capable of re-
constructing high-dimensional data with high detail, are computationally expensive and often ignore the
context ¢ by wasting capacity at modeling the complex relationships in the data x, which seems to sug-
gest that explicitly modeling p(xjc) is not an optimal choice for extracting the shared information between
x and c. To deal with this issue and preserve the Mutual Information (Ml) between x and c in an optimal
fashion, the authors propose predicting the future information by encoding the target x and context cinto

compact distributed vector representations de ned as:

p(xjc) .

X
MI(x;c) = p(x; c) log o0x)

X;C

(2.6)

since it is possible to extract the underlying latent variables which the inputs have in common by maxi-
mizing the MI between the encoded representations, and introduce a loss function based on the principle
of Noise-Contrastive Estimation (NCE).

The CPC architecture is comprised of a non-linear Encoder Enc that maps the sequence of obser-
vations x; to another sequence of latent representations z; = Enc (x;), and an Auto-Regressive (AR)
model which creates a summary of all z ; in the latent space, and then outputs a latent representation
of the context ¢; = AR (z ). Further, it predicts future observations X+ x by modeling a density ratio to

preserve the Ml between the future observations X+ x and the context ¢; using a log-bilinear model:

fr(Xee ks ) = exp(z, (WkC); (2.7)

where the authors use a different Wy for every step k with a linear transformation W, ¢, being used for

the predictions.
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For training the model, the authors propose jointly optimizing the Encoder and AR model with the In-

from p(x¢+kjct) and N 1 negative samples from a proposal distribution p(x+ k), results in optimizing

Ly = Exllog kg (el 2.8)

ijx

where this equation is the Categorical Cross-Entropy (CCE) of classifying the positive sample correctly,

with % being the prediction outputted by the model.

2.3 Generative Models

In ML literature, models are generally classi ed into one of two different types: discriminative or gener-
ative. While discriminative models explicitly model the conditional probability p (yjx), with parameters

learned from the training data, generative models use the training data to estimate the likelihood proba-

bility p (xjy) and prior probability p (y), i.e., they model the joint probability p (x;y), such that they can

then calculate the conditional probability through Bayes' theorem:

p(yix)/ p(y) p (xjy):

Figure 2.11: lllustration from OpenCV [13], which shows the difference between an arbitrary generative model and
an arbitrary discriminative model, trained to perform a simple binary classi cation task of distinguishing
between images of cats and dogs.

In the context of a classi cation task, exemplied in Figure 2.11, we can think of discriminative
models as directly mapping the inputs x to the class labels vy, i.e., they learn a function f such that

f (x) =4 and y = 4, whereas generative models rst perform an intermediate step of modeling the joint
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probability p (X;y) using Bayes' theorem and then pick the most likely class label §. By estimating the
prior distribution p (y), generative models attempt to generate samples 2  p (%) that come from the
same distribution as that of the training data X  pgata (X). Some of the best known generative models are
the VAE [55] (from the variational family of models) and the Generative Adversarial Network (GAN) [61]
(from the adversarial family of models).

We must also stress that, while this distinction is the most common in ML literature, it is not the only one,
as other authors further divide models into other different types, e.g., descriptive models [62]. However,

for simplicity's sake, this work uses the generative and discriminative model categorization.

2.3.1 Variational Auto-Encoder

Based on the Variational Inference (VI) method and the AE model architecture [8], the variational
auto-encoder was rst introduced by [55]. The VAE architecture, shown in Figure 2.13, consists of a
(Gaussian) probabilistic encoder NN g (zjx) (which approximates the intractable true posterior p (zjx))
and a (Gaussian/Bernoulli) decoder p (xjz), where the parameters and are jointly optimized us-
ing gradient-based methods. The variational approximate posterior is a multivariate Gaussian with a

diagonal covariance structure

logq (zjxi) =log N (z; i; ?I); (2.9)

where the mean ( ;) and standard deviation ( ;) are outputs of the MLP encoder and the prior p (z) =
N (z;0;1) is a centered isotropic multivariate Gaussian. We can sample the posterior z;., q (zjxi)
by using the reparameterization trick zz = g (Xj; ) = i+ | , Which separates the deterministic
and probabilistic elements of the model, illustrated in Figure 2.12, where N (0;1) (with  being the

Hadamard product).

Figure 2.12: lllustration of how the reparameterization trick separates the probabilistic and deterministic parts of
the model, allowing for easier optimization. Figure from [14].

The marginal likelihood, which is composed of a summation over the marginal likelihoods of each
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P
individual datapoint logp (X1;:::;XNn) = iN=1 logp (Xj), can be rewritten as:

logp (xi) = KLD(q (zjx)jjp (zixi)) + L(; :xi); (2.10)

where the right-hand side is the Kullback-Leibler Divergence (KLD) [63] of the approximate from the true
posterior. Since this KLD is non-negative, the second right-hand side term, called the variational lower

bound on the marginal likelihood of the it" datapoint, can be written as:

L(; %)= Eq @zjxpl logq (zjx) +log p (x;2)]: (2.11)

As such, the objective function corresponds to maximizing the Evidence Lower Bound (ELBO), which is

given by the following equation:

Letso (5 ;Xi)= KLD(q (zjxi)iip (2)) + Eq (zjx)[logp (xij2)]; (2.12)

where is a scalar parameter and Eq (5jx,)[logp (xijz)] is the expected reconstruction error, used a
the loss function in most AE architectures [52]. In practice, during training the model minimizes the
negative ELBO. If we assume both probability distributions p (z) and q (zjx) are Gaussian, the KLD can
be computed and differentiated without estimation, with the resulting loss function for the VAE model, for
each datapoint x;, being given by the following equation:

X

1% :
Leteo (5 Xi)' (I+log( 5) 5 5+ T logp (Xijziy ); (2.13)
j=1 I=1

where is parameter that de nes the weight of the KLD in the ELBO loss, L can be typically set as 1

for a large enough mini-batch size, zj; = |+ jand | N (0;1).

Figure 2.13: Overview of the VAE architecture, where the latent variables z =+ . Figure from [15].
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2.3.2 Generative Adversarial Network

The generative adversarial network is a generative model introduced by [61] that consists of two NNs

(a generator G, with parameters , and a discriminator D, with parameters ) that play a two-player
mini-max game with the value function V(G ;D ). The optimization of a GAN, shown in Figure 2.14,
corresponds to training D , such that the probability D (x) correctly assigns labels to examples from

the training distribution and those that come from G (z), and G (z) to minimize log(1 D (G (2))):
min maxV/(D; G) = Ex py, (0llogD (] + E; p,»llogd  D(G@)); (2.14)

where, in practice, the game is implemented in an iterative manner, where we optimize D by k steps
for every step we optimize G , in order to avoid over- tting and to improve computational ef ciency.

Minimizing log(1 D (G (z))) may lead to insuf cient gradients for G to learn to generate good sam-

Figure 2.14: Overview of the GAN architecture and training scheme, where the random input given to the generator
is a sum of the latent space and random (generally Gaussian) noise. Figure from [16].

ples, since the samples generated in the rst epochs are rather poor and D will be able to distinguish
these samples from the training data with high con dence. To address this, the authors propose train-
ing G to maximize log(D (G (z))) instead, since this objective function provides stronger gradients in
earlier training epochs, while keeping the same xed point of the dynamics of G and D .

The GAN model architecture offers some bene ts when compared to other generative models, e.g.,
most images generated by a GAN are of a higher quality and are less noisy compared to those gen-
erated by a VAE [64]. However, they present several signi cant drawbacks, in particular with regards
to their training process, as GANs are known to be rather unstable and suffer from mode collapse, as
well as a general lack of convergence, meaning hyperparameter tuning for GANs is a very dif cult task

compared to most other generative models [65].
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3.1 Robustness of Deep Learning Models

An important characteristic of most ML models is that its performance is highly correlated with the qual-
ity of the input data [47]. Despite the success of DL models in a wide array of tasks without requiring
extensive feature engineering, there are still several open challenges that limit their use in commercial
applications. In particular, the vulnerability of these models to adversarial examples (also known as ad-
versarial samples) [20, 32], which are input samples with small amounts of noise that are imperceptible
to humans, but can signi cantly degrade model performance [32], and the fact that real world data can
be far more noisy than the data in datasets used to train most of DL models [66] and deep models, such
as CNNs, may not be able to properly handle this noisy data [67]. Models may even perform well accord-

ing to their metrics on the training dataset, while in fact they have learned representations that do not
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correlate well with the intended objective, as shown in Figure 3.1, which reinforces the importance of per-

forming a comprehensive testing of the robustness of DL models before deploying them in the real world.

Figure 3.1: Input images next to the respective relevance maps for a model trained to detect horses on images
from the Pascal VOC 2007 dataset [17]. The model classi es images a) and c¢) as containing an horse
due to the presence of a copyright watermark, while classifying images b) and d) as not containing an
horse since the watermark is not present, while the images a) and b) contain a horse. Figure from [18].

While ML algorithms such as SVMs and RFs have also been shown to have their performance
degraded by noisy data [68, 69], and to be vulnerable to adversarial attacks [70, 71], several challenges
are particular to DL. For traditional ML algorithms, an extensive feature engineering pipeline can help
models cope with noisy data [72, 73] and, while this would also be theoretically possible for DL models,
it would negate one of the biggest advantages of the DL paradigm, and most datasets used to train
DL models are also far larger than those used to train traditional ML models, making it more dif cult
to accurately evaluate the quality of the data present in these datasets [66]. Also, since adversarial
examples are usually imperceptible to humans, DL models suffer from a lack of explainability [74] and
even algorithms developed to improve explainability in DL models have been shown to be vulnerable to
adversarial examples [75], it can be much harder to understand what a model is actually learning, and

consequentially to identify the vulnerabilities present in deeper models.

3.1.1 Robustness to Adversarial Attacks

According to [19, 76], adversarial attacks can be summarized as follows: given an ML model which maps

and an input sample x, free of perturbations, we assume that the model accurately classi es the input
sample, i.e., f (x) = y. Then, it is possible to build an adversarial sample x that is indistinguishable from
x by humans, but is incorrectly classi ed by the model, i.e., f (%) 6 y, by nding a small perturbation

such that x = x + , as exemplied in Figure 3.2. Also, like it is indicated in [20], all adversarial attacks

require the use of distance metrics to quantify similarity between the generated adversarial samples and
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the original input samples, of which three commonly used distance metrics exist, all are I, norms, where

the I, = jj jjp distance between x and x can be de ned as

ix Hip=( jxixjP)r; (3.1)
i=1

for the 1o and |, distances, and the other commonly used distance, |; , can be de ned as
X % =max(jX1 ¥j;iiniXn *Nj): (3.2)

The existence of blind spots in DNNs that make generating adversarial samples possible was rst dis-
covered in [32], where, given an input image X, the authors used a box-constrained Limited-memory
Broyden—Fletcher—Goldfarb—Shanno (L-BFGS) algorithm [77] to nd the minimal > O for which  sat-

ises f(X+ )= Yiarget, Where yiarget iS a target label, i.e., they minimized the following equation:
Ji+tL(X+ Yiarger) St x+  2[0;1]": (3.3)

The experiments performed in this initial work [32] showed that several different architectures were vul-
nerable to adversarial attacks - including a MLP trained on the Modi ed National Institute of Standards
and Technology (MNIST) dataset, AlexNet and a DNN with one billion parameters trained in a totally
unsupervised manner on a dataset with ten million images taken from Youtube videos - and also that
a signi cant amount of the adversarial samples generated for a given model and dataset generalized
to other models, with different architectures and hyperparameters, and across models trained on dis-
joint datasets of the same original dataset, i.e., an adversarial sample generated for a model trained on
half of an arbitrary dataset, would also cause misclassi cations on a model trained on the other half of
the same dataset. Further research has shown that increasing the capacity and expressiveness of the
model does not necessarily improve its robustness to adversarial attacks [19].

Most work focuses on studying these attacks in the context of CV tasks [19], where small pixel-level
perturbations, indistinguishable to the human eye, can result in the misclassi cation of image labels.
More recent research focuses on learning about the existence of these adversarial examples in other
domains, such as in NLP and Graph ML [34]. Approaches used by adversarial attacks to generate ad-
versarial samples can be broadly classi ed into one of two scenarios: white-box or black-box. Some
authors de ne a third category, known as gray-box adversarial attacks [78], but, for simplicity's sake and
since in this work we do not focus on these types of attacks, we de ne all attacks where the adversary

does not possess all information about a model as a black-box adversarial attack.
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Figure 3.2: Example of an adversarial attack in a CV task. By adding a small amount of noise that is imperceptible to
the human eye, the adversary can fool the NN into classifying a panda as a gibbon with high con dence.
Figure adapted from [19].

Adversarial attacks can also be classi ed into different categories based on their objective: untar-
geted adversarial attacks [79, 80], where the objective is to make a model to predict any label that is not
the correct one, targeted adversarial attacks [79, 80], where the objective is to force the model output
a speci c class label chosen by the adversary. Some authors also de ne other classes of adversarial
attacks, e.g., universal adversarial attacks [80], where the objective is to calculate a special impercepti-
ble noise that can be mixed with any sample of a given dataset in order to force a model to predict the

wrong class. However, we will only focus on untargeted and targeted adversarial attacks in this work.

3.1.1.A White-Box Adversarial Attacks

In white-box adversarial attacks, the adversary can access all the information about the target model,
such as the training dataset, the hyperparameters, the model's gradients and its parameters [79]. Some
of the most well known white-box adversarial attacks include: the fast gradient sign method, the basic

iterative method, the C&W attack and projected gradient descent.

A—- FGSM

One of the very rst adversarial attacks, dubbed the Fast Gradient Sign Method (FGSM), was

introduced by [19] and consists of nding a optimal max-norm constrained perturbation ,i.e., nding a
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perturbation which maximizes the cost function L (x;y) used to train the model, such that,

zargmaxL (x+ ;y) sttt jjjiz ; (3.4)

=argmaxL (xy)+ rxL (y)T st i i (3.5)

= sign(r xL (Xy)) (3.6)

where sign( ) extracts the sign of a real number, jj jj1 = max;j jj and is a scalar that represents how

many of the input image pixels the attack is going to alter. In practice, we want to minimize the cost

function, which can be easily done by negating the the sign of the of the gradient, i.e.,

= sign(r xL (x;y)); (3.7)

where this method will then generate adversarial samples ¥ = x +  sign(r xL (x;y)). Although this
algorithm is fairly simple, it is able to nd adversarial examples on a multitude of models, which, as the
authors argue, is a result of the linearity of these models. While the proposed algorithm uses the |3

distance metric, FGSM can be generalized to use the |y or |, distances metrics [81].

B- BIM

The Basic Iterative Method (BIM), introduced by [76], is an adversarial attack that extends FGSM
by rst initializing the algorithm with a clean input, i.e., Xy = X, and then iteratively applying FGSM
multiple times with a small step size, while clipping the values of the intermediate results after each step

to ensure that they are in the -neighbourhood of the original image, such that
Clip,. x%(h;w;c) = min f1:0;x(h;w; )+ ; maxfO;x(h;w;c) ;x%qh;w;c)gg; (3.8)

where x(h; w; ¢) is the value of the channel ¢ of the image x at the (h; w) coordinates. Then, the equation

for the adversarial samples generated by BIM is given by:
¥+ = Clip, fxc + sign(r xL (xy))g; (3.9)

where is a parameter that de nes how much the value of each pixel is changed at each step and K is

the number of iterations of the algorithm.

C — Projected Gradient Descent

A more recently proposed adversarial attack [82] views the issue of nding adversarial samples as
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a saddle point problem, given by the following equation:
min (); where ()= Ewy)p [mza}SxL( X+ oyl (3.10)

where D is the underlying data distribution over pairs of examples x 2 EY and corresponding labels
y, S RYis a set of possible adversarial perturbations and Exy)p Iis the population risk, i.e., the
vulnerability of the model to adversarial perturbations.

The resulting attack is a multi-step Projected Gradient Descent (PGD) on the negative loss function that

nds perturbed samples such that

Y
Xk+1 = (X + sign(r xL( ;x;y)): (3.11)

X+ S

D - C&W Attack

Another proposed white-box attack, called the C&W attack, was introduced by [20] to test the
effectiveness of a previously developed adversarial defense, called defensive distillation [83], which
was previously shown to reduce the success rate of several adversarial attacks from 95% down to 5%.
C&W proved remarkably capable of generating adversarial samples that bypass existing adversarial
defenses, as experiments targeting models which employed defensive distillation demonstrated that
the C&W attack still achieved near 100% success rate. This attack consists of solving the following

optimization problem

minimize dist(x;x + )+ Lew(X+ ); (3.12)

st x+ 2][0;1]";

where dist( ) is some distance metricand > 0is a chosen constant.

In practice, this corresponds to three different attacks, depending on whether the |, norm, the I norm or
the I; norm was chosen as the distance metric dist( ). However, the C&W attack is non-differentiable
when using the lo norm and not fully differentiable when using the I; norm, making it unsuitable to
optimize via Gradient Descent (GD). As such, when we mention this attack in this work, we will be
referring to the C&W attack using the |, norm as the distance metric. As such, using the |, norm as our

distance metric, and given x = x + , the optimization problem then becomes

minimize jix xjj3+ Leu(X+ ); (3.13)

sttt x+  2[01];:
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Given this, the perturbations will be of the form
zargmin jijx xjj3+ Les(x+ ) sttt (x+ )2[0;1]": (3.14)

To ensure that the adversarial perturbation yields a valid image, must be constrained, in what is
commonly known in literature as a box constraint, similarly to the original algorithm used to nd the rst

adversarial examples [32], where the box constraint for the C&W attack is given by
0O xi+ ;i 1, 8i (3.15)
The authors propose three different ways to ensure this constraint:

* PGD, a strategy similar to the one used in [82], which performs one step of GD and then clips all
the coordinates to be within the box, but can perform poorly in GD approaches with a complicated

update step, such as GD with momentum;

* Clipped GD which, instead of clipping x; at each iteration, incorporates the clipping into the objec-
tive function, i.e., f (x+ ) = f (min(max(x+ ; 0); 1)), similarly to BIM [76], which, while solving the

main issue with PGD, introduces the possibility that the algorithm may get stuck in a saddle point;

» Change of variables, which introduces a new variable v and, instead of optimizing over the pre-
viously de ned variable , we optimize over v, setting ;| = %(tanh(vi) +1) X, and, since

1 tanh(v;) 1,wehavethatO x;+ ; 1, sothe solution will be valid.

Figure 3.3: The C&W attack applied to images from the MNIST dataset, for each of the three possible distance
metrics. The original images correspond to the diagonal, where the source and target classi cation
correspond to the same digit label. Notice how the difference between each image is almost impercep-
tible. Figure adapted from [20].

Combining the change of variables approach with the attack using the |, norm as the distance metric,
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and given an input x, the problem corresponds to searching for a v that solves the following equation:
_ .1 o 1
minimize jj é(tanh(v) +1)  Xxjj5+ Lcw(é(tanh(v) +1); (3.16)

where L, is an objective function indicated by the authors as the best function for this problem, and is

de ned as

Lew (XO) = max(max f Z(Xo)k Kk & Yiargetg Z(Xo)target; u); (3.17)

where u is a parameter that controls the con dence with which the misclassi cation occurs.

3.1.1.B Black-box Attacks

In contrast to white-box approaches to generating adversarial examples, black-box adversarial attacks
are more similar to real world scenarios, since we assume the adversary does not have access to the
complete information about a model. Usually, we assume the adversary will only have access to a public
Application Programming Interface (API) which he can query and obtain an output from the model [79].
However, black-box scenarios are rather varied, e.g., a model can be closed-source and the adversary
may not know its speci ¢ architecture, its parameters and hyperparameters, but he may know and have
access to the dataset on which the model was trained on or even know about the general architecture

on which the model was based on, since such information is usually public.

A — WGAN for Adversarial Sample Generation

One approach for black-box adversarial attacks based on generative models uses a GAN-like
framework [21], shown in Figure 3.4, to generate what the authors dub natural adversarial examples.
This approach uses the Wasserstein Generative Adversarial Network (WGAN) [84] combined with an
Inverter, as shown in Figure 3.4, with parameters , Inv (with z° being the output of the Inverter given
aninputx, i.e., z°= Inv (x)). The authors use the WGAN due to the fact that the original GAN objective
function is hard to optimize and the authors of the WGAN re ned the objective function by incorporating

the Wasserstein-1 distance as follows:
minmaxEx , [0 (X)] E; p,»[D (G (2)]: (3.18)

The training objective will then consist of minimizing the reconstruction error of x and the divergence

between the sampled zand | (G ), such that:
MNEx p,0liG (I (X)) Xii+ E; p,»lL(z;1 (G (2N]; (3.19)
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where is a scalar weight. This setting produces natural adversarial examples x? as follows:
x’=G (z°) where z’=argminjz | jj st (G (2) 6 f(x); (3.20)
z

where, instead of x, the framework perturbs the representation z°= Inv (x), and then uses the genera-

tor to test whether a perturbation zfools the classi er by querying f with a perturbed sample x = G (2).

Figure 3.4: The architecture of the WGAN combined with an Inverter. In our notation, the critic C corresponds to
the discriminator D and its parameters ! indicated in the gure correspondsto ,i.e,D = G . Figure
from [21].

B — Transferability of Adversarial Attacks

Another type of black-box attack is to exploit adversarial transfer to transfer adversarial examples
generated based on surrogate models [85]. The effectiveness of the this attack on a given target model
is proportional to the similarity between the surrogate model that was originally used to generate the
adversarial examples and model that is being targeted.
In general, black-box attacks are less effective at fooling a target model than white-box attacks, and
are more easily stopped by existing adversarial defenses. However, all previously mentioned white-box
adversarial attacks, FGSM [19], BIM [76] and the C&W attack [20], have been shown to create adversar-
ial samples that successfully force misclassi cations in models that have different architectures to the
surrogate model which was used to generate the adversarial samples, although with different degrees
of success.
Further research into the transferability of adversarial attacks [86,87] identi ed important characteristics
to take into account when attempting to transfer adversarial samples generated for a surrogate model to
another target model.
In [87], the authors demonstrated that, if a surrogate model is trained to perform the same task as the
target model, we can use the target model as an oracle to label a synthetic training dataset for the
surrogate model and achieve very high attack success, as empirical data shows that adversarial sam-
ples generated using SVMs [44] where able to force misclassi cations on commercial ML systems from

Amazon (with 96.19% success rate) and Google (with 88.94% success rate) using only 800 queries on
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the commercial models, indicating that ML models are generally vulnerable to transferred adversarial
attacks, regardless of their structure or architecture.

Furthermore, it was showed in [86] that nonlinear models are more robust than linear models to trans-
ferred adversarial attacks, and also model complexity of the surrogate model is correlated with trans-
ferability of adversarial attacks, meaning that matching the complexity of the target model is important,

regardless of its architecture.

3.1.2 Defenses Against Adversarial Attacks

One of the rst adversarial defenses was based on the idea that a DNN could achieve more robustness
by training on a mix of adversarial and clean data [19, 32], a strategy which was later called adversarial
training. This approach, despite still being vulnerable to iterative attacks and often reducing the perfor-
mance of the model given clean data, is able to provide some improved robustness guarantees. Another
drawback of this strategy is that, depending the adversarial attack chosen to generate the adversarial
samples used during the adversarial training, the training process of the model can be signi cantly

longer, particularly in the case of iterative adversarial attacks such as BIM.

3.1.2.A Defensive Distillation

Defensive distillation [83] is a adversarial defense method based on the training procedure of distillation
[88], initially designed to train a neural network by transferring knowledge across neural networks. In
this approach, instead of transferring knowledge between neural networks, the authors' propose using
the extracted knowledge as a way to improve the neural network's robustness to adversarial examples.

Towards this purpose, they introduce a metric ,q, to classify the robustness of a neural network F,

adv(F) =E [ adv (X; F )] (3-21)

where the inputs X are drawn from the distribution that the neural network is attempting to model
and .4y (X;F) is the minimum perturbation required to misclassify each sample x in each of the other
classes, given by:

adv (X;F)=arg m)l(n fif Xjj:F(X+ X)8 F(X)g: (3.22)

This process of distillation protects DNNs from adversarial examples by reducing the gradients used in
adversarial example generation, thereby increasing the number of features that need to be modi ed for
a adversarial attack to successfully fool the model. Defensive distillation can only be employed in DNNs
that produce an energy-based probability distribution and is also vulnerable to more complex adversarial

attacks, such as C&W.
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3.1.2.B Defensive Generative Models

One promising area of research is the use of generative models as a defense mechanism against ad-
versarial examples [22,89]. An example of such a mechanism is the Defense-GAN [22]. This approach
uses the WGAN variant of the GAN model, which has a more stable training process due to using the
objective function present in Equation 3.18, to model the distribution of unperturbed images and then,
at test time, nds a close output to a given image which doesn't contain the adversarial changes by
minimizing the reconstruction error, i.e.,

G xiiz; (3.23)

and subsequently feeds this output into the downstream classi er. This approach, provides a model
agnostic defense strategy that is able to improve robustness against both white-box and black-box ad-

versarial attacks, at the cost of increased computations.

Figure 3.5: Overview of the Defense-GAN defense mechanism. Figure from [22].

3.2 Multimodal Deep Learning

Figure 3.6: The text-conditional convolutional GAN architecture that is based on the DC-GAN model, where both
the generator and discriminator networks are conditioned on the text encoding ' (t). Figure from [23].

Most previous DL research focused on specialized architectures that process a speci c type of data,
be it text data in NLP [90], image data in CV [91], graph data [92], audio data [93] or even LIiDAR point

clouds [94], while initial work on multimodal deep learning focused mostly on generating image captions.
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However, with the advent of GANs as a model capable of generating high delity images [61], combined
with the increased capabilities of word-based LSTM image retrieval models [95], a new idea came
to be developed: to use a model based on the Deep Convolutional-Generative Adversarial Network
(DC-GAN) [96] architecture, which had CNNs as the generator and discriminator, conditioned on text
features encoded by a hybrid character-level convolutional-RNN, to generate images from text [23],
shown in Figure 3.6. This new framework lead to further development of several GAN-based text-to-
image generators, such as the StackGAN [24], an architecture where several generator-discriminator
are stacked to improve the results at each stage, and the AttnGAN [24], which combines the idea of
stacking used in the StackGAN with the attention mechanism introduced by [97].

Beyond GAN-based architectures, models such as DALL-E, which is based on the Vector Quantised-

Figure 3.7: Visualization of the CLIP contrastive objective. After encoding the data, CLIP calculates a similarity
matrix for the images and texts. Similarly to other contrastive methods, the objective is that the N
true image-text pairs (positive pairs) score high in terms of similarity, while the other N2> N possible
combinations (negative pairs) have a low similarity. Figure from [24].

Variational Auto-Encoder (VQ-VAE) [98] - a VAE-based architecture that differs from the base VAE in
that the encoder outputs discrete, instead of continuous, codes, and has a learnable, instead of xed,
prior distribution - and the transformer [97] architectures, that has signi cant zero-shot capabilities and
is able to generate a wide array of images, and GLIDE [40], which is based on the transformer [97]
and diffusion [99] architectures, that traded some diversity in image generation for increased delity,

were the rst architectures to attract signi cant commercial attention, as pre-trained versions of these
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models brought high quality text-to-image generation to individuals outside of the DL research arena.
These developments not only generated a massive increase of interest in multimodal learning research,
but were also the source of some of the rst multimodal representation learning algorithms to learn
from large amounts of data in an ef cient manner, such as Contrastive Language-Image Pre-Training
(CLIP) [38], which the authors show is able to ef ciently learn meaningful representations from a dataset
comprised of 400 million (image, text) pairs using natural language supervision, and unCLIP [39], a
hierarchical successor to the CLIP algorithm, which is comprised of two main stages: 1) a prior that,
when given a text caption, generates a CLIP image embedding, and a decoder that generates an image,

which is conditioned on the previously generated embedding.

3.2.1 MVAE

Figure 3.8: Overview of several VAE-based architectures, including the MVAE. Figure taken from [25].

The Multimodal Variational Auto-Encoder (MVVAE) architecture, introduced by [100], is an extension
of the VAE architecture designed to learn a joint distribution of multiple data modalities under weak su-

pervision. Unlike previous architectures that extend the VAE model to multimodal scenarios by explicitly
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learning the joint distribution, which do not ef ciently generalize to datasets with more than two input
modalities due to requiring an inference network for each combination of modalities [36], the MVAE
architecture only requires one inference network for each input modality and combines the latent rep-
resentations from all modalities by using a product-of-experts approach [101], meaning it can ef ciently

scale to datasets with several input modalities.

asp (X1;::55Xm2) = p(z) p (X1jz)  p (Xmjz). Given this factorization, unobserved modalities can
be ignored when evaluating the marginal likelihood. As such, if we write a datapoint X as a collection
of the modalities present, i.e., X = fx,, : m" modality presentg, the Lg go l0ss can be formalized as

follows N
Leteo (X)= Eq zjpx)[  logp (xmjz)] KLD[q (zjX); p(2)]: (3.24)

Xm
As the authors indicate, a relationship among the joint-modality and single-modality posteriors follows

the conditional independence assumption:

Pleptzsim) = p(.X.l;Z:-;XM) (3.25)
_ p(z) W '
= mmzl p(XmJZ)

2 Y p@Eixm) pxm)
n(2)
Qu

N pzie) N pOm)
qulp(z) P(Xm;:iiiXm)

iy ).

m i)

Then, assuming that the true posteriors for each individual factor p(zjxny ) are contained in the family of
- Ou_ q(zixm) -
and quotient of experts: W However, by approximating
m =1

P(zixm)  a(zjxm)  A(zZiXxm) P(2); (3.26)

where q(zjxm) is the underlying inference network, the quotient term can thus be avoided:

Qwm , Qm - W
: -1 P(zjxm) - a(zjxm) p(2) .
p(zixe;:iixm) | —8LP m=g =p2)  ozZixm): (3.27)
et SV TIn(z) <M Tnz) -

Thus, as shown in Equation 3.27, the joint-posterior distribution can be approximated by using a prod-
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uct of experts and a prior expert p(z), and this derivation can be extended to any possible subset of

modalities, yielding the following equation for the MVAE model

Y
a(zjX) /' p(z) A(zjXm); (3.28)

Xm 2 X

which has an analytical solution when p(z) and ¢(zjxn ) are both Gaussian distributions.

3.2.2 GMC

The GMC framework, proposed by [26], is able to learn representations that are robust to missing

modality information. This framework, as shown in Figure 3.9, consists of three main components:

the contrastive term;

« The multimodal contrastive normalized NT-Xent (L gmc ), based on the NT-Xent loss function [10],

that encourages the geometric alignment of z,, and z;.y .

This model uses geometric alignment through CL so that it can learn representations that are ro-
bust to missing modality information in several scenarios, such as in the context of UL. The Lguc
contrastive loss is key to this process of geometrically aligning z,, with the modalities z;.y . Letting
B =fz.1m0g%, h(f (X)) be amini-batch of B complete representations, sim( ) the cosine similarity

and 2]0;1 [the temperature hyper-parameter, we de ne,
Sp:q(Zi; ) = exp(sim(zip ; Ziq )= ); (3.29)

as the similarity between the representations z;, and z;4, corresponding to the i-th and j -th samples

of the mini-batch B, respectively. Furthermore, for a given modality m, we de ne positive pairs as

X X
pa(zZi) = Spp(zZiyz) + Spia(Zi Zj); (3.30)
i6] i
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as the sum of similarities among the negative pairs corresponding to the (z;, ; z;q) positive pair, and we

de ne the contrastive loss for the previous positive pairs for modality m as the sum

Sm; 1:m (Zi’ Zi) log Summ (Zi5zi)

! m(zi) = |Og m: 1:M (Zi) 1:M;m (zi) .

We then sum over each modality and mini-batch to obtain the total loss,

e
Leme (B) = 'm(z):

m=1 i=1

(3.31)

(3.32)

Multimodal models robust to missing modalities such as GMC are a promising rst step towards devel-

oping multimodal models that are robust to single-modality adversarial attacks, since, in theory, as long

as the model has a single modality that is not targeted by the attack, it should not suffer from a relevant

decrease in task performance as a result of adversarial attacks.

Figure 3.9: Overview of the GMC framework instantiated with two modalities. Figure taken from [26].

3.3 Robustness of Deep Multimodal Models

With the increasing introduction of multimodal models into several real world tasks with great societal

consequences, such as detecting hate speech on social media and evaluating biomedical data, it has

become increasingly important to analyse the robustness of these kinds of models to both noisy data

and adversarial perturbations. Evaluating the robustness of these models is made more dif cult due to

the existence of a fusion mechanism to merge the information from the different modalities [102], which

can range from a simple sum or mean of the latent representations to more complex fusion mechanisms
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using product of experts or CL.

Recent results show that multimodal adversarial attacks are far more ef cient at decreasing the perfor-
mance of multimodal models than adversarial attacks targeting only a single-modality [102-104]. More
interestingly, some results also seem to suggest that merging information between different modalities
(e.g., audio and video) may even decrease the robustness of the models under multimodal adversarial
attacks, rather than strengthen them [103]. Several defense strategies have been proposed to deal with
attacks that target several modalities at once [103] or that target the fusion mechanism directly [102].

In this dissertation project, we will use the information obtained from multiple modalities to defend an
model in scenarios in which he suffers perturbations to just a single modality, in line with other recent
works [27, 28], without focusing on the fusion mechanism of the model. This follows our intuition that an
adversary cannot easily perform attacks targeting multiple modalities or the fusion mechanism itself in

most real world scenarios.

3.3.1 Robustness to single-modality adversarial perturbations

Although multimodal models combine input from several modalities, they are not inherently more robust
to single-modality adversarial attacks than their unimodal counterparts. In particular, previous work [27]
has shown that a multimodal model (e.g., with m = 3 modalities) under a single-modality attack may
perform equivalently to a unimodal model which is subjected to the same adversarial attack.

Further studies demonstrated that a multimodal model was not equally vulnerable to adversarial per-
turbations in different modalities [28, 104, 105]. For example, on testing the robustness of multimodal
models, which combined both image and text modalities, to single-modality perturbations, it was shown
by [104] that they were far more vulnerable to image-only adversarial attacks than to text-only adver-
sarial attacks. The same result was also reproduced by [105], where the perturbations on the video
modality seemed to have more impact on the performance of a multimodal model than similar pertur-
bations on the text modality. This is an interesting result that seems to require further study, as there
are several possible hypothesis for this occurrence, and nding the causal link that leads to such a sig-
ni cant difference in vulnerability between modalities can have powerful implications in how to defend
these models from single-modality attacks. We nd four plausible hypothesis as possible explanations

for this conundrum:

1. The inherent difference in complexity in the modalities and the amount of information they con-

tribute to the latent representation;
2. The type of fusion mechanism used by the model to combine information from different modalities;
3. The impact of the data the models were trained on;

4. Current adversarial attacks are more effective against some modalities than others.
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If hypothesis 1 was to hold, we would expect that these models would not be able to perform cross-modal
transfer learning in the context of challenging tasks as they have been proven to do in [106], much less
perform object recognition on images with zero-shot cross-modal transfer from training on text corpora
only [107], since these results seem to contradict the idea that somehow some modalities are so much
more complex than others, that their perturbation more signi cantly impact a model's performance. More
speci cally, the fact that text-only training data enables a model to compete with image-trained models
on traditional Computer Vision tasks such as object detection [107], suggest that the greater vulnerabil-
ity of multimodal models to image-only (when compared to text-only) single-modality adversarial attacks
seen in [104], is not necessary to corroborate hypothesis 1.

A comparison of the mixture of experts approach used in [37] and the product of experts approach used
in [100] to obtain the joint distribution of the different modalities, appears to give some weight to hypoth-
esis 2, as the comparison of the results of the 2 approaches show how the PoE factorization of the joint
variational posterior can lead to the model learning undesirable latent representations across modalities,
as this method, which can suffer from the undue in uence of overcon dent experts due to miscalibrated
precisions, will produce a joint distribution with low density across modalities, even if just one of the
marginal posteriors has low density, while the MoE approach is more sensitive to information across all
modalities [37], which shows that the methods used to learn the multimodal latent representation indeed
effect the importance a model gives to a single modality and, as such, can also also result in that model
being signi cantly more vulnerable to single-modality attacks in the modality the model attributes more
importance to. Results from [27] also show that different methods of modality information fusion (e.g.,
concatenation and mean fusion) lead to different levels of vulnerabilities, however, the results in [104]
show that different types of multimodal fusion fail under adversarial inputs at similar rates, which contra-
dicts hypothesis 2, and implies that, even if it does play a role, a model's fusion mechanism is not the
only factor at play with regards to a multimodal model robustness to single-modality adversarial pertur-
bations.

For hypothesis 3, to the best of our knowledge, no studies have been performed to test the impact of the
datasets used to train multimodal models on their robustness to single-modality adversarial perturba-
tions. However, following the results from [108], which shows that the relationship between a unimodal
model robustness and the dataset (and amount of data) on which it was trained is rather complex (i.e., it
changes from dataset to dataset and more data doesn't necessarily mean more robustness), we expect
that the relationship between a multimodal generative model's robustness and the dataset on which it is
trained on will be at least as complex, likely even more so, due to components such as fusion mecha-
nisms that are present in these models, but not in their unimodal counterparts.

Hypothesis 4 suffers from a similar issue as hypothesis 3, where not enough studies have been per-

formed such that we could effectively con rm or deny this hypothesis. However, in [104], the authors
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introduce 2 new kinds of text-based attacks they claim are similar to 2 of the types of image-based ad-
versarial attacks they use during their experiments, suggesting that even under adversarial attacks of
similar 'strength’, the models will still not be equally vulnerable to adversarial perturbations to different
modalities.

A summary of some of the most important conclusions are that, the difference in complexity of the
modalities does seem to play a role in the predictions of some multimodal models, such as the product
of experts approach proposed in [100], while other approaches, like the mixture of experts approach
proposed in [37], appear able to deal with such difference in complexity, suggesting that, while hypoth-
esis 1 may play a role, hypothesis 2 appears to be stronger, as some approaches to fusing the multiple
modalities appear to produce multimodal models that can adequately handle the difference in complex-
ity between modalities. Also, from the results in [104], hypothesis 4 appears not to play a signi cant
role in this regard, and, while hypothesis 3 does intuitively seem to play a role in the robustness of the
model to perturbations to each different modality, not enough work has been conducted to accurately
measure the impacts of this compared to other concurrent hypotheses. The above results, although not
conclusive, can provide an important window into possible avenues for how to use multimodal genera-
tive models' inherent qualities in order to provide an adequate defense from single-modality adversarial

perturbations.

3.3.2 Defenses against single-modality adversarial attacks on multimodal mod-

els

The complex nature of multimodal models, when compared to their unimodal counterparts, makes study-
ing their adversarial robustness a challenging problem and naively extending existing adversarial de-
fenses from the unimodal to the multimodal scenario may not improve their performance and robustness.
For example, studies have shown that to adversarial attacks in both unimodal [109] and multimodal mod-
els [105], the use of a pre-trained model can lead to an improvement in robustness. However, adversarial
training, a strategy commonly used to increase the robustness of unimodal models [19], is an inef cient
strategy for multimodal models due to the increased performance loss with clean data and the inability
to scale to models with larger number of parameters [27]. However, since a multimodal model is able
to use information provided by different modalities to represent the same scene, this can be leveraged
to protect these models against single-modality adversarial attacks, an adversarial defense strategy not
possible on their unimodal counterparts. In particular, to use the lack of consistency between modalities

to detect an adversarial perturbation on one of the input modalities [27, 28].
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3.3.2.A Adversarially Robust Fusion Mechanism

In the approach introduced by [27], the authors were able to leverage this idea by developing an adver-
sarially robust fusion mechanism, shown in Figure 3.10. The proposed mechanism uses an odd-one-out
network, which is based on the principle of odd-one-out learning [110,111], to map a vector of features z
to a vector of size r +1, where r, is the probability of the z,, feature modality having been perturbed, and

the last entry indicates the probability that none of the modalities where perturbed. Moreover, they pro-

where only the last operation e .1 fuses features from all modalities,
en(z)= NN( z)8 2[rInfmg; e+1(z)= NN( zyn) 8m 2 [r]; (3.33)

where NN is a shallow neural network and is the concatenation operation. This way, if the feature
zm is not consistent with remaining ones, e, (which excludes information from the m™ modality) will be
given more weight than the other fusion operations z,; = P m:ll € (2)o(z)m, due to the output of the
odd-one-out network o. The robust fusion model is then formed by equipping the original fusion network
f with these two additions (where f .y is the original model with robust fusion layer and each gy, is a

feature extractor for that modality):

frobust = Trayer(91(X1); 25 Gr (Xr)); O(f Gm (Xm ) Om2r7): (3.34)

This model is trained with self-supervised training for the odd-one-out network o and adversarial train-
ing for the robust fusion network f', to be able to defend itself against adversarial perturbations, while
freezing the parameters of the feature extractors gi;::;; g, to allow the model to maintain the same per-

formance on clean data.

Figure 3.10: Overview of the robust fusion mechanism. Figure taken from [27].
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3.3.2.B MATCH

A different approach inspired by this idea, introduced by [28], and denoted Multimodal Feature Consis-
tency Check (MATCH), illustrated in Figure 3.11, rst pre-trains two models for each modality separately,
using only clean data, and then applying a projection to the output of their last FC layer (the extracted

features) to bring the two feature sets into the same feature space:
minMSE (p, (f1(x1)) P ,(f2(x2)); (3.35)
y 2

where xp, is the m™ input modality, f, and p , are the feature extractor and projector of x,, , respectively.
Then, a consistency check model is trained only on clean data by minimizing the I, horm between the
projected features of the two modalities. This information is combined into a system that can detect an

adversarial example if the consistency level between two modalities is greater than a given threshold

ip.(fi(x)) P, (f2(x2))ii > : (3.36)

Figure 3.11: Overview of the MATCH detection pipeline. Figure taken from [28].
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In order to evaluate the robustness of the representations learned by DL algorithms, we rst trained
several different DL architectures on a dataset in an unsupervised manner. In a second stage, we
froze the unsupervised models weights, and trained a downstream classi er, which received the latent
representations generated by the previously trained models as input, to perform a SL task. Finally,
we tested the performance of the combined unsupervised model and downstream classi er in several
different scenarios: 1) when of the modalities is removed from the input, 2) when one of the modalities is
perturbed with random Gaussian noise and 3) when one of the modalities is targeted by an adversarial
attack. We repeated this process for different datasets.

We only use the models with two different input modalities for each dataset, although every model
can be easily extended to allow for an arbitrary number of modalities, and the equations will re ect
this. If an equation does not account for an arbitrary number of modalities, we will indicate that after

the equation. In terms of notation, we de ne x;,, as the i" data sample of the m™ modality, z,, as the
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latent representation of the m" modality, N is the number of samples and M is the number of modalities.
Also, in general, a above a given variable indicates a perturbed version of that variable, e.g., x is a
perturbed version of the sample x, and a ~ above a given variable corresponds to a reconstruction of the
original variable, e.g., R is a reconstruction of the original sample x.

For AE-based architectures, we de ne ,, as the parameters of the encoder Enc _ for the m"" modality

and |, as the parameters of the decoder Dec , of the m" modality. Since in the cases of the naive
extensions of unimodal architectures to multimodal scenarios the encoder and decoder are the same
for all modalities, we omit the m notation, i.e., we write and for the parameters, as well as Enc and

Dec for the NNs.
with parameters n,, i.e.,, f = f,, the NN shared projection head with parameters as g (), the

shared re-projection head with parameters as @ (). Also, we de ne o has an odd-one-out network,
where o(z)m is the probability that the m™ modality is perturbed and o(z)m +1 is the probability that none

of the modalities has been perturbed.

4.1 Model Architectures

For our model architectures, we implemented several different unimodal and multimodal models to eval-
uate in this work. For the unimodal models, we rst concatenate the several input modalities, and then

feed them into the models.

4.1.1 Models based on unimodal Auto-Encoders

The rst models we implemented were a naive extension of unimodal AEs to the multimodal scenario.
Since in these architectures, the input modalities are all concatenated before being feed into the models,
their structure is largely identical to their original counterparts. The only difference is that the reconstruc-
tion loss is extended to account for the multiple data modalities. We implemented two naive extensions

of the unimodal AE architecture, described in 2.2.1.A, to deal with multimodal data:
« A model based on the DAE architecture, previously described in 2.2.1.B;
« An model based on the VAE architecture, previously described in 2.3.1.

For the naive multimodal DAE implementation, the new loss function is given by:

L Xim ) = 1 X (Dec (Enc (%im)) Xim )%= 1 X (& Xim )2 4.1)
DAE im N m Im i;m N m i'm i:m ; i
m=1 =1 m=1 i=1
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where |, is a scalar parameter that de nes the weight of the reconstruction error of the m"" modality
on the total loss.

In the case of the naive multimodal VAE implementation, taking the evidence as being the reconstruction
loss, the new loss function is given by:

LM

X
Lvae (im) = (L+log( )7 7 P+ o m (i Xim ) (4.2)
i=1 m=1 i=1

4.1.2 Models based on Multimodal Auto-Encoders

After the naive extension of unimodal AE models to multimodal scenarios, we also implemented sev-

eral multimodal AEs, which use different networks to encode and decode each modality, as well as a

multimodal AEs:

A model based on the MVAE architecture, previously described in 3.2.1;

« The Multimodal Denoising Auto-Encoder (MDAE), an extension of the DAE architecture with an
encoder Enc , and decoder Dec ,, for each data modality, and which fuses the latent represen-
P
1 M

tations into a shared latent representation through a simple mean, i.e., zi:m = i 5 Zm:

« The Common Multimodal Denoising Auto-Encoder (CMDAE), another extension of the DAE archi-
tecture, that is similar to the MDAE, which has an additional encoder Enc , ,, , used to process the

. . P
sum of the latent representations, i.e., zz.y = Enc ,,, ( ,'\T"] Zm ), and decoder Dec ,, ;

* The Common Multimodal Variational Auto-Encoder (CMVAE), an extension of the VAE architecture
that is similar to the CMDAE;

e The Common Multimodal Denoising Variational Auto-Encoder (CMDVAE), which has the same
architecture has the CMVAE model, but that is also trained to remove noise from inputs, similar to
a DAE.

The loss of the MDAE model can be de ned as:

1 XN , 1 X )
Lvpae (Xim ) = N m(Dec  (Enc | (%Xim)) Xim ) = N m Rim  Xim)“: (4.3)
m=1 i=1 m=1 i=1

In turn, the loss of the CMDAE model can be de ned as:

X X

Levpae (Xim ) = — m(Dec  (Dec ., (zzm)) Xim )2 =

N m (Rim  Xim )2: (4.4)

m=1 i=1 N et iz
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The CMVAE and the CMDVAE loss function, which is similar to the CMDAE reconstruction loss with an
additional term for the KLD, can be de ned as:

LM N

X
Lemvae (Xim ) = (1 +log( i)2 |2 |2) + N m (Rim  Xim )2: (4.5)
i=1 m=1 i=1

4.1.3 Models based on the Geometric Multimodal Contrastive framework

Beyond the use of architectures based on AEs, we also implemented several models based on the GMC

representation learning framework. We implemented four different versions of the GMC framework:

A model based on the GMC framework, previously described in 3.2.2;

* The GMCWOD, illustrated in Figure 4.1, a extension of the GMC framework which has an additional
base NN joint decoder f .. and a shared re-projection head g , where Gaussian noise is added

to one of the input modalities;

* The DGMC, illustrated in Figure 4.2, a extension of GMCWD which has an additional base NN de-

the latent representations are obtained from the reconstructed samples, i.e., z, = g (f , (f' N CRCRENE)))E

« The RGMC, illustrated in Figure 4.3, which is an extension of the GMC framework with an addi-
tional odd-one-out network o, similar to the one discussed in [110], and where the output of the
model will be given by the product of the odd-one-out network predictions and the latent represen-

. . P w Pwm
tations, i.e., Zowt = Zzm O(Z)m+1 + 5 Zm ( i o(Z)jem)-

Figure 4.1: Overview of the GMCWD framework instantiated with 2 modalities. Blue circles denote clean data,
red circles noisy data and encodings, and green circles reconstructions and respective intermediate
representations.
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Figure 4.2: Overview of the DGMC architecture for 2 modalities. Blue circles denote clean data, red circles noisy
data and encodings, green circles reconstructions and respective intermediate representations, and
purple circles the encodings with the reconstructions as input.

Figure 4.3: Overview of the RGMC architecture for 2 modalities. Blue circles denote clean modalities and red
circles modalities under adversarial attack.

Even though GMCWD and DGMC have different architectures, they share the same loss function, which

is de ned as:

XX

Lemcwp (Xim ) = Loemc (Xim ) = "m(zim )+ N
m=1 i=1 m=1 i=1

mRim  Xim ) (4.6)

Combining a contrastive loss with a reconstruction loss has been previously used in single-modality

settings [112], where it showed remarkable results in unsupervised learning of robust latent representa-
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tions. Also, by adding Gaussian noise to the input, minimizing the reconstruction loss trains the GMCWD
and DGMC architectures to remove perturbations from their input, resulting in more robust models.

For the RGMC model, we simplify the loss of the odd-one-out network to a supervised BCE loss func-
tion, where this network is trained to predict which modality was perturbed by a adversarial example

produced by FGSM, and the total loss is given by:

b\ X
Lremc (Xim ;Y) = ' m(Zim )+ olyi logsigmoid(x;)+(1 vi) log(1l sigmoid(x;))]: (4.7)
m=1 i=1 i=1

4.2 Datasets

For the training and testing of the various models, we utilized two multimodal datasets:

« The Multimodal Handwritten Digits (MHD) dataset, which combines image, trajectory, sound and
label data modalities for handwritten digits, where the training set has 50000 - and the test set

10000 - equally distributed samples, from which we used the image and trajectory modalities;

* The MNIST-SVHN dataset [42], a dataset of images of digits which is comprised of the MNIST
dataset and the Street View House Numbers (SVHN) dataset as the two different modalities, where
the training set has 56068 samples and the test set x samples, with the sample distributions shown

in Figure 4.4 and in Figure 4.5, respectively.
All modalities of both datasets where normalized, such that each datapoint x;.,, becomes:

Xim  Min; (Xjm )
max; (Xpm ) mMinj (Xjm )

Xim = (4.8)

Figure 4.4: Distribution of digit labels in the MNIST-SVHN training dataset.
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Figure 4.5: Distribution of digit labels in the MNIST-SVHN test dataset.

4.3 Noise and Adversarial Attacks

In order to test the robustness of the several architectures we injected multiple types of adversarial

attacks and noise into the input data at test time. We used four different types of perturbations:

« Gaussiannoise N (; ?2), where we setthe meanas =0, and the standard deviation is a

parameter that de nes how much the noise affects the perturbed sample x= x + ;
e A — FGSM adversarial attack;
« B — BIM adversarial attack;

¢ C — PGD adversarial attack.
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Evaluation Experiments

Contents
5.1 Experimentsonthe MHD dataset . . . .. .. .. ... ... .. ... ..., 48
5.2 Experiments on the MNIST-SVHN dataset . . . . . .. ... ... ... ... ...... 54

For the experiments, we rst train each model in an unsupervised manner on each dataset and then
evaluate the performance across the several models by training a downstream classi er which receives
as input the latent representations encoded by the respective model. For each architecture, we consider
ten runs with different seeds, and then calculate the average and standard deviation of the accuracy at
test time.

To evaluate the robustness of each architecture, we compare the metrics of each model on purely
clean data, with missing modalities, with Gaussian noise added to each modality with multiple standard
deviation values and for each different type of adversarial attack.

We also show the result of the noise perturbation applied to the different modalities in each dataset,
where the image modality on the MHD dataset corresponds to the MNIST modality on the MNIST-SVHN

dataset.
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Figure 5.1: Adversarial examples generated by the FGSM adversarial attack with = 0:2, targeting each modality.
At this value of , the perturbations in many samples start to be highly visible to the human eye.

5.1 Experiments on the MHD dataset

During our training runs, we noticed that the GMCWD and DGMC models converged faster and, unlike
the GMC and RGMC models, never failed to converge during training. These results, illustrated in
Figure 5.2, suggest that adding the reconstruction loss can benet the GMC framework not only in

adding robustness against noise, but also in regularizing model training.

Figure 5.2: Comparison of the loss values of the GMC, GMCWD and DGMC architectures across the ten unsuper-
vised training runs. The dark blue line equals the mean and shadowed blue area corresponds to the
standard deviation.

After training the base models in an unsupervised manner and the downstream classi ers in the
supervised classi cation task, we then performed an initial evaluation of the combined models by testing
them in the test set. We obtained high classi cation accuracy in all models, as can be seen in Figure
5.3, a good result since any deviations from that accuracy we obtain from later results should be due to

input perturbations and not due to the model's lack of expressiveness.
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Figure 5.3: Model accuracy in the MHD dataset on clean data with all modalities present.

In our second evaluation experiment, we tested the models with one of the modalities missing, where
the results can be seen in Table 5.1. While the unimodal models struggled with any of the modalities
missing, the multimodal AEs generally maintained a good accuracy with the trajectory modality missing,
but performed rather poorly when the image modality was missing, suggesting their output is largely
dependent on one of the modalities. The GMC-based models all performed well with either modality

missing, as expected.

Excluded Modality
None Image Trajectory
DAE 9941 0:.04 | 1345 378 | 27:30 557
VAE 9866 0:14 | 1037 1:14 | 2882 858
MDAE 9965 0:04 | 3861 524 | 9800 0:49
MVAE 9964 0:05| 1325 3:36 | 6515 14:60
CMDAE || 9974 0.03 | 3697 416 | 9824 0:45
CMDVAE || 99.76 0.03 | 2907 2:00 | 98.65 0.56
CMVAE || 9962 0:03 | 21:08 525 | 8534 949
GMC 9844 052 | 96.11 1.27 | 9562 1:31
GMCWD || 99115 0:07 | 8568 1:25| 9115 1:16
DGMC 9868 0:75| 8069 7:04 | 8943 387
RGMC 9828 057 | 9531 2:24 | 9603 1.70

Table 5.1: Accuracy results for models with all modalities present (None) and with one of the modalities missing on
the MHD dataset.
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